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Why do we need 

to preplan EMS 

Communications

• We need to EXPECT 

the UNEXPECTED

• The best plan is only 

as good as its 

WEAKEST link

• Don’t take for granted 

it will never happen 

here..

Video: www.youtube.com
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AFTER 

ACTION 

COMMON 

THREADS

A PREPLANNED EMS EVENT IS 

NOTHING MORE THAN A KNOWN 

MASS CASUALTY INCIDENT …. 

WHERE MURPHY HASN’T 

ARRIVED….. YET

http://msnbcmedia.msn.com/i/msnbc/sections/news/LAX_Report.pdf
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What are the expectations of 

communications users in preplanned 

EMS events?

One might want to ask:

– Who wants to communicate?

– What do they want to communicate?

– When do they want to communicate?

– Where do they want to communicate?

– Why do they want to communicate?
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Who might you need to 

communicate with in your event?
• 911 Comm Center

– Dispatch

• EMA

– Local EOC

– Virginia EOC

– MACC

• Fire

– Primary Agency

– Mutual Aid

– Forestry

• EMS

– Primary Agency

– Mutual Aid

– Private Services

• Law

– Sheriff

– Police

– VSP

• DOT/Transportation

– Local

– VDOT

• Hospitals
– Local

– RHCC

• State agencies
– ABC

– Fire Programs

– VDEM

– Health Department

– DGIF

– Parks

• NGO
– Red Cross

– Salvation Army

• Sponsors
– Vendors

– Hosts

– Corporate Sponsors

• Federal Partners

– DHS

– FBI

– Secret Service

– ATF

• Military/DOD

– National Guard

– Coast Guard

– Army

– Navy

– Air Force

– Marines

• Public
– Public Information

– Public Relations
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What EXACTLY are our EMS 

Communications needs?

Then, you NEED to determine…..

– Who needs to communicate (and how) ?

– What do they need to communicate (and how)?

– When do they need to communicate (and how)?

– Where do they need to communicate (and 

how)?

– Why do they need to communicate?
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How do we communicate?

• Radio

– Analog/Digital

– Conventional/Trunked

– Simplex

• Phone

– Landline

– Cellular

– Satellite

• Data

– Hardwire

– Wireless

Satellite Voice

PTT Talkgroups

Satellite Internet

VOIP

ROIP
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Interoperability ?
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Is everyone talking in the same way?
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Can I use this??
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What about the FCC??
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Non-Federal National Interoperability 

Channels - VHF
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Non-Federal National Interoperability 

Channels - UHF
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Non-Federal National Interoperability 

Channels – 800 MHz
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Non-Federal National Interoperability 

Channels – 700 MHz
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Other Common Channels

Commonwealth of Virginia

Commonwealth of Virginia

ALSO Licensed by 

Commonwealth of 

Virginia for 

Common/Shared 

use:

155.205 

155.280 

155.400
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The best plans are limited by..

Effective communication
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Standard Information- ICS 205

INCIDENT RADIO COMMUNICATIONS PLAN

Incident Name Date/Time Prepared Operational Period Date/Time

36th United States 

Marine Corps Marathon

Initial 8/12/20111051 hours

10/30/2011 0400-1800 hours
Updated 10/25/20111552 hours

4. Basic Radio Channel Utilization

Function Radio Type/Cache Group/Channel Frequency/Tone Assignment Remarks

Command
Arlington / Regional 

Cache
Unified Command Command traffic only

Tactical 1
Arlington / Regional 

Cache
Division 1 (Crystal City)

Radio traffic for Div 1 in Crystal City AS 8/9 and 

AS 10

Tactical 2
Arlington / Regional 

Cache
Division 2 (Rosslyn)

Radio traffic for Div 2 in Rosslyn area and AS 

David, Echo and Foxtrot (Rosslyn Metro)

Tactical 3
Arlington / Regional 

Cache
Division 6 (Iwo Jima)

Radio traffic for Div 6 on the hill (Iwo Jima) and 

AS Charlie

Transportation 

Group

Arlington / Regional 

Cache
Transportation Group Hospital assignment will be made on this channel

Logistics
Arlington / Regional 

Cache
Logistics Operations Logistics Section

RHCC
Arlington / Regional 

Cache

Medical Communications 

Coordinator
Hospital status

DC Divisions DCFD / Regional Cache Command
All units shall monitor this channel, all units will 

be dispatched on A-11 

DC Divisions DCFD / Regional Cache Support Hospital assignment will be made on this channel

DC Divisions DCFD / Regional Cache Tactical Unit to unit transmissions

5. Prepared by (Communications Unit) 
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Be Careful !!

INCIDENT RADIO COMMUNICATIONS PLAN

Incident Name Date/Time Prepared Operational Period Date/Time

36th United States 

Marine Corps Marathon

Initial 8/12/20111051 hours

10/30/2011 0400-1800 hours
Updated 10/25/20111552 hours

4. Basic Radio Channel Utilization

Function Radio Type/Cache Group/Channel Frequency/Tone Assignment Remarks

Command
Arlington / Regional 

Cache
Unified Command Command traffic only

Tactical 1
Arlington / Regional 

Cache
Division 1 (Crystal City)

Radio traffic for Div 1 in Crystal City AS 8/9 and 

AS 10

Tactical 2
Arlington / Regional 

Cache
Division 2 (Rosslyn)

Radio traffic for Div 2 in Rosslyn area and AS 

David, Echo and Foxtrot (Rosslyn Metro)

Tactical 3
Arlington / Regional 

Cache
Division 6 (Iwo Jima)

Radio traffic for Div 6 on the hill (Iwo Jima) and 

AS Charlie

Transportation 

Group

Arlington / Regional 

Cache
Transportation Group Hospital assignment will be made on this channel

Logistics
Arlington / Regional 

Cache
Logistics Operations Logistics Section

RHCC
Arlington / Regional 

Cache

Medical Communications 

Coordinator
Hospital status

DC Divisions DCFD / Regional Cache Command
All units shall monitor this channel, all units will 

be dispatched on A-11 

DC Divisions DCFD / Regional Cache Support Hospital assignment will be made on this channel

DC Divisions DCFD / Regional Cache Tactical Unit to unit transmissions

5. Prepared by (Communications Unit) 
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In a format everyone can understand

How many channels?

Who talks to who?
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Divide and Conquer

Command 

Net

Operations-

Tactical Net

Logistics Net

Air to Air

Air to Ground

FEMA/DHS COMT Program



THE VIRGINIA COMMUNICATIONS CACHE

What is the message format?
The challenge of reducing confusion in communications

The 4 C’s
The 4 “C’s” of Communications:

Connect
Convey
Clarify
Confirm

NFA Communications Model
** There are multiple ways to communicate.

Defining and using one model within your 
communications plan reduces another 
potential for confusion
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The 4 C’s of effective 

communications
• Connect

Treatment Unit A: “EMS 12 From Treatment Unit A”

EMS 12 Team Leader: “EMS 12”

• Convey

Treatment Unit A: “Need one Paramedic crew to Treatment 

Unit A”

• Clarify

EMS 12 Team Leader: “EMS12 copy, Need one Paramedic 

crew to Treatment Unit A”

• Confirm

Treatment Unit A: “Affirmative EMS 12”
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EMERGENCY !!

• Do all users have a common emergency 

protocol? 

– Make sure you clarify use and how to clear

• Signal 1

• Signal 13

• Mayday

• Priority Traffic

• Emergency
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Be sure to give clear direction 

to ensure mission success
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Now what do we do…

We have a plan

Plan A- Use our regular system

Plan B- Use our tactical channels

Plan C- Use “EMS statewide”

Plan D- ???

What could be wrong with our current plan??
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PLAN A- Current System

• Designed for a specific purpose
(System coverage standards originated after 9/11 and were developed in 2004-2007)

– Public Safety (>95% coverage)

– Public Service (>90% coverage)

– Business Grade (>50% coverage)

• Designed Based on a number of users (subscribers)

• Adding users to system that may not have capacity

• May have design issues – no coverage in areas
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PLAN B- Tactical Channels

• Often Simplex (Coverage based on 

subscriber) may be repeated or trunked

• Users need to have programming (jurisdiction 

licensed)

• Designed Based on a number of users (subscribers)

• Adding users to system that may not have capacity

• May have design issues – no coverage in areas
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Virginia EMS Statewide

155.205
• Simplex Radio Channel (Not Repeated)

• Limited in power/range

– Up to 5 Watt Portable

– Up to 50 Watt Mobile (avg)

• Use is not universal or governed

– Helicopter Use

– Staging

– Tactical Operations

– Hospital Use
FEMA/DHS COMT Program
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Designing a system for a 

special event

1. Evaluate needs independently 

1. Radio (RF 39-800 MHz)

2. Phone (Cellular RF- 700-2300 MHz)

3. Data (2.4 GHz WiFi)

2. Determine the best function of each 

system

3. Determine weak areas / interference
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4. Determine ways to expand capacity

– Gateway Devices

– Independent Subsystems

– Simplex Systems

5. Channel Loading

– Number of users/ subscribers per channel

– Volume of traffic / use

Designing a system for a 

special event
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Design/Testing system

The best systems in theory may not be the 

best application for our needs

• Coverage Predictions

– Use of computer generated modeling to 

identify weak areas

• Coverage Verification Testing

– Actual “road testing” of areas of coverage

• Applies to radio (RF), data, and cellular needs
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Coverage Prediction Maps

NOTE: Maps are for 

Illustrative purposes 

ONLY and do not reflect 

all parameters for 

system design
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2 site coverage maps

NOTE: Maps are for 

Illustrative purposes 

ONLY and do not reflect 

all parameters for 

system design
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RF Predictive Maps

5 Watts 35 Watts

NOTE: Maps are for 

Illustrative purposes 

ONLY and do not reflect 

all parameters for 

system design
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RF Power Comparison Maps

35 Watts, 

100 ft ele
4 Watts

3 ft ele

Repeater Talkout

Portable Simplex

NOTE: Maps are for 

Illustrative purposes 

ONLY and do not reflect 

all parameters for 

system design
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Data needs??

• Internet Driven Society

– Where do we get our data service

– Does it have capacity

• Wireless / Wi-Fi 

– Often available in buildings

– Exterior/Wide area coverage options

– Hot Spots

• Satellite Options

– Voice

– Data
Open Source Internet Advertising Photos-
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Why do we need to consider 

data access?
• Patient care reporting

– VPHIB access

• Pre-hospital Patient Tracking 

Applications

• Command Post Tracking Applications

– Event monitoring / cameras

• E-mail

• Social Media
Open Source Internet Advertising Photos-
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Cellular capacity
What can your cell service do for you?

Public safety has invested a large amount of 

reliable communications in cellular coverage.  

But we have to view EVERY individual 

with a cell phone as an active user 

competing for service
Open Source Internet Advertising Photos-
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COWS
Cell on Wheels

• Temporary deployments

• Many carriers have 

availability

• Expand

• Capacity

• Coverage

• Backup

• Not a replacement for 

incident tactical/command 

wireless

FEMA/DHS COM-T Training Program
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Making a plan

• List our wants and needs

• Identify users and capability

• Lay it out in a chart

• Current system design/capacity

• Organize it in a ICS 205

• Test the plan

• Revise as necessary based on testing
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Do we have an option?? 

Most jurisdictions lack capability to build 

standalone communications systems for special 

events

– Consider adjacent/overlay interop systems

• Consider private vendor communications

– Fee for service, temporary systems and 

radios

• Consider strategic statewide reserves

– Virginia Communications Caches
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Backup plan

• Most pre-planned EMS events lack 

backup plans for communications

– Cost factor

– Equipment access

• Backup plan can be as simple as 

scalable communications or shared 

channel use

– Think about other ways to communicate 

– Consider mutual aid and state resources
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Testing a plan

• Every communication plan needs to be 

tested

– REAL WORLD testing
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Your turn
Incident Radio Communications Plan (ICS 205)

1. Incident Name: 

35
th

Annual EMS Symposium

2. Date/Time Prepared: 3. Operational Period:

Date:  November 6, 2014 Date From: 11/7 Date To:  11/7

Time:  current time Time From:  0800  Time To:  1700

4. Basic Radio Channel Use:

Zone Grp. Ch # Function

Channel 

Name/Trunked Radio 

System Talkgroup Assignment

RX Freq

N or W

RX 

Tone/NAC

TX Freq   

N or W

TX 

Tone/NAC

Mode

Remarks

(A, D, or 

M)

5. Special Instructions:

6. Prepared by (Communications Unit Leader):  Name: ______________________________________  Signature: 

__________________________________________
ICS 205 

IAP Page 

_____

Date/Time:  

___________________________________________________________
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Your turn

• 35th EMS symposium

– 1 command net for incident command

– 1 tactical net for EMS ops inside hotel

– 1 EMS transport net for ambulance

• Available Channels

– VTAC 11,  VTAC 37, EMS Statewide 

155.205
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Your turn
Incident Radio Communications Plan (ICS 205)

1. Incident Name: 

35
th

Annual EMS Symposium

2. Date/Time Prepared: 3. Operational Period:

Date:  November 6, 2014 Date From: 11/7 Date To:  11/7

Time:  current time Time From:  0800  Time To:  1700

4. Basic Radio Channel Use:

Zone Grp. Ch # Function

Channel 

Name/Trunked Radio 

System Talkgroup Assignment

RX Freq

N or W

RX 

Tone/NAC

TX Freq   

N or W

TX 

Tone/NAC

Mode

Remarks

(A, D, or 

M)

A
1 COMMAND VTAC 37 COMMAND 154.4525 CSQ 158.7375 136.5 A COMMAND 

A

1

TACTICAL

VTAC 11

EMS 

BRANCH 151.1375 CSQ 151.1375 156.7 A EMS OPERATIONS
A

1

AIR TO 

GROUND EMS STATEWIDE
TRANSPORTATION 

GROUP 155.205 CSQ 155.205 CSQ A HELICOPTER LZ
A

1 TACTICAL EMS STATEWIDE

TRANSPORTATION 

GROUP 155.205 CSQ 155.205 CSQ A AMBULANCE STAGING

5. Special Instructions:

Emergency declared on Tactical channel must be relayed to command on VTAC37

Units should use home jurisdiction designator then unit number when talking- Ex. Culpeper Medic 12

Air to ground traffic- if necessary- will have priority during take off and landing

IF INCIDENT ESCALATES GO TO MCI COMMUNICATIONS PLAN

6. Prepared by (Communications Unit Leader):  Name: ______________________________________  Signature: 

__________________________________________
ICS 205 

IAP Page 

_____

Date/Time:  

___________________________________________________________
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Questions??

Now for a small overview of your available 

statewide strategic cache communications 

resources…
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COMMUNICATIONS  CACHE
VIRGINIA

Greg Hunter
Deputy Program Manager

Fairfax County Team
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Cache Resources

•Portable Radios.

•Portable Repeaters.

•Infrastructure Repeaters.

•Deployable Towers and Antenna Masts.

•System/Radio Interconnection (Gateways).

•Satellite Voice & Internet Communications.

•Local Wi-Fi Network.

•Point–to–Point Networking.
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Portable Radios

•VHF High Band (50-100)

•UHF (50-100)

•700/800 MHz (100-300)

•Analog/Digital Conventional

•P25 Conventional and Trunked

•Motorola & Harris Analog/Digital Trunking.

COMMS

CACHE

COMMS

CACHE

Over 2,000 Portable radios immediately available for deployment.
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Repeaters

•Portable
•VHF High Band (2)

•UHF (2)

•700/800 MHz (2)

•Infrastructure
•VHF High Band (1)

•UHF (1)

•700/800 MHz (1)

Analog and P25 Conventional.
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Deployable Towers & Masts

Aluma Towers
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Radio  Gateways

System 16 Port (1)Tactical 8 Port (2)

• VHF Low/High,  UHF,   700/800:  

• Conventional

• Proprietary Trunked

• Digital

• P25

• Aeronautical

• Maritime

• Amateur Radio

• Cellular

• Sat Link

• ROIP, VOIP
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Satellite Communications

Satellite Voice

PTT Talkgroups

Satellite Internet

VOIP

ROIP



THE VIRGINIA COMMUNICATIONS CACHE

Automated Asset Tracking
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Self-Contained, Self-Supporting
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How to Request a Cache

Emergency Incidents:  

• Contact the Virginia EOC. Initial point of  contact.

• Determine most efficient team/resource.

• Coordinate Planning and Response.

Planned Events: 

• Contact Virginia EOC.

• Can make direct contact to local cache if  known.

• Assist and source out  best resource determination.

• Forward to local contact.

• Contact should be made 30-120 days prior.
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A Communications Cache 

Close to You

Lunenburg

Chesapeake-Hampton

Montgomery

Fairfax

Harrisonburg-Rockingham
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The Virginia Communications Cache Teams
Locally Owned/Managed, State Coordinated

Wes Rogers

Fairfax Team Manager

Chris Dennis

Chesapeake-Hampton

Team Manager

Jim Junkins

Harrisonburg-Rockingham

Team Manager

Neal Turner

Montgomery Team Manager

Rodney Newton

Lunenburg Team Manager

Mike Keefe-Thomas

VA EOC Liaison
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COMMUNICATIONS  CACHE
VIRGINIA

Greg Hunter
Captain II

Fairfax County Fire and Rescue

804-580-1616 (cell) 

Gregory.hunter@fairfaxcounty.gov
g


