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Is Interoperability on 
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• September 11, 2001

• 2,700 people, including 343 

Firefighters, died during the 

collapse of the World Trade 

Center

• After the collapse of the South 

Tower

• POLICE issued an evacuation order 

over the police channel

• FIRE and 911 communications used a 

different radio channel

– FIRE did not hear the message

– 911 continued to advise citizens 

to remain in place

What is the NEED for 

Interoperability

Photo; Fairfax County Fire and Rescue
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• August 2005

• In August of 2005, Hurricane Katrina hit the 

gulf coast with sustained winds of more than 

125 mph.

• Virtually every communication system failed: 

cell, internet, phone, radio, television and even 

satellite communications were disrupted 

by broken lines, power outages and destruction 

of base stations.

• When limited communications were 

recovered, mutual aid channels available to 

responders were quickly overwhelmed and 

officials from different agencies and jurisdictions 

couldn't talk using proprietary radio systems.

• Rescue teams ended up searching the same 

area multiple times and missing other areas 

altogether.

What is the NEED for 

Interoperability

Photo; File: Fairfax County Fire and Rescue
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What is the NEED for 

Interoperability

A COMMON, UNIVERSAL 

PROTOCOL FOR 

INTEROPERABILITY

WHAT RHYTHM IS THIS?

HOW DO YOU TREAT IT?
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So….What is interoperability?
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SAFECOM Interoperability 
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• Have you (we) achieved interoperability?

– If not, what is the barrier?

– If so, what is the next step? 
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• Public safety communications 

interoperability can be achieved only by 

dealing first with the issue of operability.

– Operability equals technology being in place 

and working correctly. 

– It requires users to know how to properly 

operate the technology. 

– Focusing on interoperability alone is unlikely 

to fully address many communication 

problems. 
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Challenges to interoperability include:

– Incompatible radio equipment, 

– Lack of a common language, 

– The use of different frequency bands by 

different agencies,

– Lack of effective governance 

(e.g., designated line of authority over who can talk 

and when). 
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In two way radio, interoperability is 

composed of three dimensions:

– compatible communications paths 

(compatible frequencies, equipment and 

signaling), 

– radio system coverage or adequate signal 

strength, and;

– scalable capacity.



THE VIRGINIA COMMUNICATIONS CACHE

• Frequency

– Frequency Band

• Equipment

– Compatibility

– Standards- Project 25 (P25)

• Signaling

– Analog

– Digital 

• P25 or Proprietary limitations

STEP 1- COMPATIBLE 

COMMUNICATIONS PATHS
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What’s in a Frequency??
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Can we just talk ??
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FIRST PROBLEM-

TALKING IN THE 

SAME FREQUENCY 

BAND
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Federal Incident Response (IR) 

Interoperability Channels
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Non-Federal National Interoperability 

Channels - VHF
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Non-Federal National Interoperability 

Channels - UHF
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Non-Federal National Interoperability 

Channels – 800 MHz
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Non-Federal National Interoperability 

Channels – 700 MHz
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Common Channels

Commonwealth of Virginia

Commonwealth of Virginia

ALSO Licensed by 

Commonwealth of 

Virginia for 

Common/Shared 

use:

155.205 

155.280 

155.400
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What about the FCC??
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What about the FCC??
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What about the FCC??
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Compatibility of Frequency
Orange- VHF

Red- VHF Proprietary

Blue- UHF

Yellow- 800

Green-700 TDMA
NEXT PROBLEM-

TALKING IN 

ANOTHER 

FREQUENCY/BAND



THE VIRGINIA COMMUNICATIONS CACHE

Compatibility of Equipment
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Signaling



THE VIRGINIA COMMUNICATIONS CACHE

Gateways
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STEP 2- RADIO SYSTEM COVERAGE 

AND SIGNAL STRENGTH

FEMA/DHS COM-T Training Program
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FEMA/DHS COM-T Training Program
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Am I under the umbrella? 
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Grid Testing for Coverage 
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• We all have heard of KISS….

– Keep it simple

STEP 3- SCALABLE 

CAPACITY

www.tanakamusic.com
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Scalable communications
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Scalable communications

ORION 

Regional P25 

Shared Users

Trade radios 

and/or patch 

together

NoVA 

Regional 

Shared 

Motorola 

Users

Central Va 

Regional 

Shared 

Channels
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Virginia Governance
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– Incompatible radio equipment

• Have discussions with your users and neighbors

• Gain understanding of standards based systems 

(P25) 

– Lack of a common language

• Ensure need for clear language usage is 

understood

• Police yourselves away from codes and private 

talk

So…Where do we go from here
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– The use of different frequency bands by 

different agencies

• Program NIFOG and Common channels in all 

radios

• Discuss with neighbors ability to share/swap radios

• Strive toward regional approaches and standards 

based shared systems (ISSI interfaces)

– Lack of effective governance

• Discuss communications at a “higher” level 

• Discuss how you will use communications devices

• Create written agreements and practice them

So…Where do we go from here
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VIRGINIA
COMMUNICATIONS  CACHE
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The Virginia Communications Cache is:

• A Tactical, Interoperable Communications Asset

• Part of the Virginia Strategic Technology       

Reserve Initiative

• Communications Cache is a consortium of five 

local government agencies:

– owning the equipment and providing personnel 

– coordinated by the Virginia Department of Emergency 

Management   

Overview



THE VIRGINIA COMMUNICATIONS CACHE

• Communication Caches originated from 2006 

State Interoperability Executive Committee’s 

(SIEC) Communication Planning

– SIEC resolved to develop regional communication 

caches 

• Five localities selected: 

– County of Fairfax; 

– City of Harrisonburg/County of Rockingham; 

– City of Chesapeake/City of Hampton partnership; 

– County of Lunenburg; 

– County of Montgomery 

Vision
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It is the mission of the Virginia Communications 

Cache consortium to own and maintain 

adequate reserve communications equipment 

and provide technically proficient personnel to 

respond to assist localities and state agencies 

when normal communications resources are 

inadequate or rendered unusable.

Mission
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Cache Resources

•Portable Radios

•Portable Repeaters

•Infrastructure Repeaters

•Deployable Towers and Antenna Masts

•System/Radio Interconnection (Gateways)

•Satellite Voice & Internet Communications

•Satellite Data Connectivity

•Local Wi-Fi Network

•Point–to–Point Networking

•Mobile telephone PBX and VOIP Communications
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• Frequency Supported:

– VHF High Band

– UHF 

– 700/800 MHz 

• Technology Supported:

– Conventional Analog

– P25 Digital  -Conventional and Trunked

– Motorola & Harris Proprietary Analog/Digital Trunking Systems

– Limited Encryption (ADP, DES, and AES)

Radios
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• Portable

• VHF High Band  

• UHF 

• 700/800 MHz 

• Infrastructure

• VHF High Band 

• UHF 

• 700/800 MHz 

• Analog and P25 Conventional 

Repeaters
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Deployable Towers & Masts

100 ft Mobile Tower 85 ft Mobile Tower

35 ft Mobile Mast
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• VHF Low/High,  UHF,   700/800:  

• Conventional

• Proprietary Trunked

• Digital

• P25

Radio  Gateways

System 16 Port Tactical 8 Port 

• Aeronautical

• Maritime

• Amateur Radio

• Cellular

• Satellite Link

• ROIP, VOIP
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Automated Asset Tracking
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Satellite Communications
Mobile Satellite Voice

PTT Talk Groups

Satellite Internet

VOIP

ROIP
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Self-Contained, Self-Supporting
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• Members are from various agencies within public 

safety organizations, helping the team to 

understand emergency responder needs

– Fire Department

– Law Enforcement

– Dispatch Communicators

– Technical Specialists (Radio, Phone, IT services)

• National Standard Trained / State credentialed

– Communications Unit Leader (COM-L)

– Communications Technician (COM-T)

– Radio Operator (RADO)

– Technical Specialists (Gateway, IT/Data, Programming)

Team Composition
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How to Request a Cache

Emergency Incidents:  

• Contact the Virginia EOC. Initial point of  contact.

• Determine most efficient team/resource.

• Coordinate Planning and Response.

Planned Events: 

• Contact Virginia EOC.

• Can make direct contact to local cache if  known.

• Assist and source out  best resource determination.

• Forward to local contact.

• Contact should be made 30-120 days prior.
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Communications Cache 

Locations

Lunenberg

Chesapeake-Hampton

Montgomery

Fairfax

Harrisonburg-Rockingham
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COMMUNICATIONS  CACHE
VIRGINIA

Greg Hunter
Captain II

Fairfax County Fire and Rescue

804-580-1616 (cell) 

Gregory.hunter@fairfaxcounty.gov
g
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QUESTIONS ?


