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IS Interoperability on
Your Monitor?

A refresher for public safety emergency
responders on modern interoperable
communications strategies

Greg Hunter, COM-L
Deputy Program Manager
Virginia Communications Cache-Fairfax
Captain II- Fairfax County Fire and Rescue Department
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What I1s the NEED for

Interoperabllity
« September 11, 2001

« 2,700 people, including 343
Firefighters, died during the
collapse of the World Trade
Center

« After the collapse of the South

Tower

« POLICE issued an evacuation order
over the police channel

* FIRE and 911 communications used a o
different radio channel

— FIRE did not hear the message

— 911 continued to advise citizens
to remain in place
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What I1s the NEED for

Interoperability
* August 2005

* In August of 2005, Hurricane Katrina hit the
gulf coast with sustained winds of more than
125 mph.

* Virtually every communication system failed:
cell, internet, phone, radio, television and even
satellite communications were disrupted
by broken lines, power outages and destruction
of base stations.

*  When limited communications were
recovered, mutual aid channels available to
responders were quickly overwhelmed and
officials from different agencies and jurisdictions
couldn't talk using proprietary radio systems.

* Rescue teams ended up searching the same

area multiple times and missing other areas
altogether.
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WHAT RHYTHM IS THIS?
HOW DO YOU TREAT IT?
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So....What is interoperability?

The ability of Public Safety responders to
share information via voice and data
communications systems on demand, in
real time, when needed, and as

authorized.




SAFECOM Interoperability

Regional Committee
Working within a Statewide
Communications Interoperability
Plan Framework

Informal
Coordination
Between Agencies

Individual Agencies
Working
Independently

Key Muiti-Discipline
Staff Collaboration
on a Regular Basis

Standard
Operating
Procedures
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Individual
Agency
SOPs

Swap
Files

DATA
ELEMENTS

VOICE Swap
ELEMENTS Radios

General
Orientation on
Equipment and
Applications

Joint SOPs
for Planned Events

Common
Applications

Gateway

Single Agency
Tabletop Exercises
for Key Field and
Support Staff

Joint SOPs
for Emergencies

Custom-Interfaced
Applications

Shared Channels

Multi-Agency
Tabletop Exercises
for Key Field and
Support Staff

Regional Set of
Communications
SOPs

One-Way
Standards-Based
: 'Shqrinq :
Proprietary Shared

System

Multi-Agency
Full Functional
Exercises Involving
All Staff

National Incident
Management
System
Integrated SOPs

Two-Way
Standards-Based
Sharing

Standards-Based

Shared System

Localized
Emergency
Incidents

High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment to and Investment in Sustainability of Systems and Documentation

Regional Incident
Management

Daily Use

Planned Events Throughout Region
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 Have you (we) achieved interoperability?

— If not, what is the barrier?

— If so, what Is the next step?




* Public safety communications
Interoperability can be achieved only by
dealing first with the issue of operability.

— Operability equals technology being in place
and working correctly.

— It requires users to know how to properly
operate the technology.

— Focusing on interoperability alone is unlikely
to fully address many communication
problems.




Challenges to interoperability include:
— Incompatible radio equipment,
— Lack of a common language,

— The use of different frequency bands by
different agencies,
— Lack of effective governance

(e.g., designated line of authority over who can talk
and when).




In two way radio, interoperabillity Is
composed of three dimensions:

— compatible communications paths
(compatible frequencies, equipment and
signaling),

— radio system coverage or adequate signal
strength, and,;

— scalable capacity.




STEP 1- COMPATIBLE
COMMUNICATIONS PATHS

* Freguency
— Frequency Band
* Equipment
— Compatibility
— Standards- Project 25 (P25)
« Signaling
— Analog
— Digital
* P25 or Proprietary limitations




What's in a Frequency??

Public Safety 406-420

Spectrum Bands - A50-470 763-775 806-824




Can we just talk ??
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FIRST PROBLEM-

TALKING IN THE
SAME FREQUENCY

SYA\NID,



VHF Incident Response (IR) Federal Interoperability Channels |

Suggested Assignment Mobile RX Mobile TX
(subject to availability & bocal plans) (MHz) (MHz)
Inddent {alling Calling 169.5375 1647125 |

inddentCommand | R | | 10015 | 1652500 |
Ednalhracuatum{nmml _ 1704125 165.9625 |

Logistics Control IF-‘ ‘ 166.5750

Interagency Convoy _ 173.0375 167.3250 |
Incident Calling (Direct) IR5 Diract for NC 1 69.5375 9.5375 (5)
(alling

Incident Command (Direct) DirectforR1 | 1700125 | 1700125 (5) |

Medical Evacuation Control IR7 Direct for IR 2 1704125 1704125 (5)
{Direct)

Logistics Control (Diract) “ DirectforlR3 | 1706875 | 170.6875 (9) |

Interagency Convoy (Direct) Direct for IR 4 173.0375 173.0375 (5)
*See “Conditions for Use of Federal Interupera bility Channels” on page 20 - page 22.

Default operation should be carrier squelch receive, CTCSS 167.9/(50 transmit. If the user can enable/disable CTCS5
without reprogramming the radio, the indicated CT(S5 tone also could be programmed for recaive, 2nd the user
instructed how and when to enable/disable.

All channels on this page are NARROWBAND only.
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Non-Federal National Interoperabillity
Channels - VHF

Non-Federal VHF National Interoperability Channels
VHF Low Band Non-Federal VHF National Interoperability Channels

) _ VHF High Band

o M“h!l'! MOh'IE: W Mobile Receive Freq. | Mobile Transmit Freq. | CTCS5 Tone
Description Receive Transmit (TC55 Tone + VCALLT0 1557525
F"?q“'*“ﬂf hrequency Vi1 501567 (5A) £

v | W s | GUsIG war
Law Enforcement LLAWTD 39.4600 (50/156.7 (54) VIACT3 :, {:'U"'Hb“'ﬂ"'SA":
i (Poposed) e - ru 15* IEAI VIACi4

Z ' ) | oo e m,.w

el _|_FRED - R
Law Enforcement LLAW3 39.4600 [511!15t.?{5ﬂ1] VIAGS - [ﬁ{]fHﬁSHE

lawEnfmcﬂment LLAW3D 45,8600 (5!1!15t. EA}I VIAGS " -
it
VIAGS-

*VTACT1-12, VTAC33-34, and VTAC36-37 may not be used in Puerto Rico or the USVI.
+Default aparation should be carrier squelch receive, CTCSS transmit. If the user can enable/disable
J_f[|E|'7,u|r_.;p.;.mn.;.ngh.;.umh.g.; el S transmit. [ the user cz Hngu,..mdt.|,.,,.,|nhuurrppru without reprogramming the radio, the indicated CTCSS tone also could be programmed for receive, and the

user instructed how and when to enable/disable.

+UTAC33-38 recommended for deployable tactical repeater use only (FCC Station Class FB2T).
+VTA36-38 are preferred; VTAC33-35 should be used only when necessary due fo interference.

All channels on this page are NARROWBAND only. Limited to 3 watts ERP above Line A or East of Line C

gramming the radio, the indicated (TCSS tone also could be programmed for receive, and the user instructed how and
when to enable/disable.
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Non-Federal National Interoperabillity
Channels - UHF

Channel Name Mobile RX (MHz) Mobile TX (MHz)

If.'-llllllg 453.2125 458.2125
Tactical UTAC41 453.4625 4584625
Tactical UTAC42 453.125 458.125
Tactical UTAC43 453.8625 458 8625

Default operation should be carrier squelch receive, CTCS5

enable/disable CTCSS without reprogramming the radio, t

be programmed for receive, and the user instructed how a nd when tu an

All channels on this page are NARROWBAND only. Limited to 3 watts ERP above Line A or East of Line C.




Non-Federal National Interoperabillity

Channels — 800 MHz

Non-Federal 800 MHz National Mutual Aid Repeater Channels

Mobile RX (MHz)* Mobile TX (MHz)*

Ging | s

851.0125 (866.0125)
851.0125 (866.0125)
851.5125 (866.5125)
851.5125 (866.5125)
852.0125 (867.0125)
852.0125 (867.0125)
852.5125 (867.5125)
852.5125 (867.5125)
853.0125 (868.0125)

853.0125 (868.0125)

806.0125 (821.0125)
851.0125 (866.0125)
806.5125 (821.5125)
851.5125 (866.5125)
807.0125 (822.0125)
852.0125 (867.0125)
807.5125 (822.5125)
852.5125 (867.5125)
808.0125 (823.0125)

853.0125 (868.0125)

Default operation should be carrier squelch receive, CTCSS 156.7(5A) transmit. If the user can

enable/disable (TCSS without reprogramming the radio, the indicated CTCSS tone could also

be programmed for receive, and the user instructed how and when to enzble/disable.

*The frequency in parenthesis, which is 15 MHz higher, is the frequency used before rebanding - channel names
were ICALL, ITACT - ITAC4. Wideband FM 20K0F3E before and after rebanding.
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Non-Federal National Interoperabillity

Channels — 700 MHz

Primarv Use Channel Name Mobile RX (MHz)

700 MHz Nationwide Interoperability Channels

m L OV L T 370 anaTr

700 MHz Nationwide Interoperability Channels
Law Enforcement

TLAWE? Mode: P25 FDMA Commaon Air Interface Message ID: 500000000000000000000 (0_)

—— — NAC: 5293 (659, ) No encryption on calling channels:
ALAWGD Talk Group ID: $00001 (1, . lgorithm ID: $80 (128 )
General Public Safety TTAGS4 Manufacturer’s ID: $00 (0, ) + KeyD: 50000 (0, )

General Public Safety 7TACS4D PrimaryUse | ChannelName | MobileRX(MHz) | Mobile TX (MH2)
Moblle it TOMAGS || GeneralPublicSety

Mobile Data TDATAGSD General Public Safety 7TACSID 769.14375 769.14375

Mobile Repeater 7MOB59 Calling Channel 7CALLSO 799.04375

Mabile Repeater TMOB59D Calling Channel 769.24375 769.24375

OtherPublcservie | TGIAGSTD 76939375 76939375

THEDSS o

TMED86D TMEDGGD 769.49375 769.49375

General Public Safety TTAGS2 79964375
@ | General Public Safety 7TAGS2D 76964375 7609.64375 ST




Commonwealth of Virginia

Commonwealth of Virginia

Common Channels

VHF I’ubllt Saf - Mutual Aid and [ummun [hannels

mm

Saarch and Rescue Common Not restrictad to SAR br
o (CTC55127.3 transmit & receive)|{a.k.a.SAR NFM & SAR160)| FCC: availability varies.

Fire Mutual Aid VFIRE22

Fire Mutual Aid VFIRE24 T

1542800 base/mob, rua Mutual Ad gy | tavalatieinPuert

1r4 Esbawmeb| | VRREX Roanitie U Yigh
FreMutual VEREZ ands.

May hﬂdrsqgnulm lul
EMS Mutual Aid.

155.3475 basa/mab. - VMED29

lawEnforcement Mutsal id | VW1 ||

LawEnforcement MutualAd | Vw2 [ ]
LICENSING REQUIRED - Rules for use of these channals are contained in 47 (FR 90.20 and NTIA Manual Sat-

tion43.11&7.3.6. See also “Non-Federal VHF National Interoperability Channels” and “Non-Federal VHF
Inland Interoperability Channels” on page 25 - page 28 of this document.

ALSO Licensed by
Commonwealth of
Virginia for
Common/Shared
use:

155.205
155.280
155.400
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FCC Rules for Interoperability

90.407 Emergency communications.

The licensee of any station authorized under this part may, during a period of emergency

in which the normal communication fadlities are disrupted as a result of hurricane, flood
earthquake or similar disaster, utilize such station for emergency communications in a manner
other than that specified in the station authorization or in the rules and requlations goveming
the operation of such stations. The Commission may at any time order the discontinuance of
such special use of the authorized facilities. [49 FR 36376, Sept. 17, 1984]
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What about the FCC??

Don't | need a license for these channels before programming them into radios?
If you are licensed under Part 90 of the FCC rules, you may program frequencies (other than

maritime or aviation) e ot license %8 |F"the ONs | ag relate

" Cove
connection with mutual activities” (see FCC rules 90.427 and 90.417).
However, note that 90.403(q) requires that “[f]or transmissions concerning the imminent
safety-of-life or property, the transmissions shall be suspended as soon as the emergency is
terminated.” Also, the safety of life provision of 90.417(a) makes it clear that the exception applies
only when the communications involved “relate directly” to the “imminent” safety of life or property.
Because one overriding policy concern of the FCCis the prevention of harmful interference, any
exceptions to the general prohibition on using non-licensed frequencies are limited to responding
to an imminent threat to safety-of-life or property.
See also 90.407 dealing with communications during an emergency which disrupts normal
communications facilities and §90.411 dealing with civil defense communications.
Programming of maritime channels must be performed only by a person holding a first or
second class radiotelegraph operator's certificate, a radiotelegraph operator license, or a general
radiotelephone operators license (47 CFR 80.203(b)(3). See also 80.203(b)(4) and §80.169(a).
A general radiotelephone operator must directly supervise and be responsible for all transmitter

adjustments or tests during installation, servicing or maintenance of an aeronautical radio station
- 5ee 587.73.

There are no restrictions on programming frequencies into U.5. Government radios.

|
~



What about the FCC??

How can | use these frequencies if | don’t have a license for them?
There are seven ways you can legally use these radio frequendies:

1. You or your employer may already have a Federal Communications Commission (FCC) license or
a National Telecommunications and Information Administration (NTIA) authorization for some
of the interoperability and mutual aid frequendies.

. For FCClicensees, the non-Federal National Interoperability Channels VCALL10-VTACT4 and
VTA(C33-38, UCALL40-UTAC43D, the 800 MHz interoperability channels, and 8CALL90-8TAC94D
are covered by a “blanket authorization™ from the FCC - "Public safety licensees ... can operate
mobile units on these interoperability channels without an individual license.” See FCC 00-348,
paragraph 90 (released October 10, 2000) for VHF and UHF; see FCC rules 90.421(a)(3) and
90.525(a) for 700 MHz; see FCC 87-112, paragraph 34 (released December 18, 1987), for 800
MHz. When above Line A or East of Line C the blanket authorization in paragraph 90 of FCC
00-348 applies only to mobile (including hand-held) stations operating with an effective
radiated power (ERP) of 3 watts or less. At higher power levels, frequency coordination is
required. Line A and C are defined in 47CFR90.7. You can check a location for Line A and Line C
restrictions at http://wireless.fcc.gov/uls/index.htm?job=line_a_c

3. You may operate on frequencies authorized to another licensee when that licensee designates
you as a unit of their system, in accordance with FCC rule 90.421.
. In extraordinary circumstances, the FCC may issue a“Spedial Temporary Authority” (STA) for
such use in a particular geographic area.

|
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What about the FCC??

5. In extraordinary circumstances, the NTIA may issue a “Temporary Assignment” for such use in a
particular area.

6. If you are an FCC Part 90 licensee, you may operate a mobile station on the Federal
Interoperability Channels only when authorized by the FCC (by license or STA) and only for
interoperability with Federal radio stations authorized by the NTIA to use those channels. You
may not use these channels for interoperability with other State, tribal, regional, or local radio
stations — these are not a substitute for your regular mutual aid channels. See FCC Public Notice
DA 01-1621, released July 13, 2001.

7. When necessary for the IMMEDIATE protection of life or property, FCC Part 90 licensees may
use prudent measures beyond the specifics of their license. See FCC rule 20.407, “Emergency
communications”. U.S. Government stations are authorized by NTIA rule 7.3.6 to operate on

any Part 90 frequency with the permission of the F(C licensee when such use is necessary for
communications directly related to the emergency at hand.
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Compatibility of Frequency

NEXT PROBLEM-
TALKING IN
ANOTHER

FREQUENCY/BAND




Compatibility of Equipment

P25 developed to create an open standard for all
manufacturers of subscriber equipment and systems.

Intended to allow multiple manufacturers subscriber
equipment to operate on any P25 system

Intended to create competition that would result in
competitive pricing

Standard has provisions for proprietary functions.
Common Air Interface-CAl

The P25 Standard can be viewed at:
http://www.project25.org/home




Signaling

Development of digital radios were seen as an advancement
to:

= Provide users with more intelligible audio.

= Add additional features without a degradation of performance.
= Provide a pathway to narrower bandwidths

Multiple Manufacturers created proprietary formats

= EDACS, IDEN, Smartzone/ aniogue
Smartnet, OpenSky
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STEP 2- RADIO SYSTEM COVERAGE
AND SIGNAL STRENGTH

Transmit and Receive on different frequencies

HALF DUPLEX
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STEP 3- SCALABLE

CAPACITY
 \We all have heard of KISS....

TR ACM' _+ y
— Keep it simple == 7g" - &
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Scalable communications

Standard
Operating
Procedures
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Individual Agencies
Working
Independently

Individual
Agency
SOPs

General
Orientation on
Equipment and
Applications

Planned Events

Regional Committee
Informal Key Multi-Discipline Working within a Statewide

Coordination Staff Collaboration Communications Interoperability
Between Agencies on a Regular Basis Plan Framework

National Incident

Regional Set of Management

Communications
SOPs

Joint SOPs Joint SOPs
for Planned Events for Emergencies

One-Way
Standards-Based

Single Agency '
Tabletop Exercises Tabletop Exercises Full Fun
for Key Field and for Key Field and Exercises Involving
Support Staff Support Staff All Staff

Localized
Emergency
Incidents

Regional Incident Daily Use
Management Throughout Region

High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment to and Investment in Sustainability of Systems and Documentation




Scalable communications
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Informal
Coordination
Between Agencies

Individual Agencies
Working
Independently

Key Multi-Discipline

Ctaff Mallaharatinn

NoVA
Regional
Shared
Motorola

Individual
Agency
s OBa

Joint SOPs
for Planned Events

Joint S
for Emerg

»Applicatipns ‘ &
Shared Channels
Central Va
Regional
Shared
Channels

Swap
Radios

- |I|- gle Agenc

Orientation on Tabletob Exerci
Field a

Trade radios ot st
and/or patch
together

Multi-Agency

Exercises Involy
All Staff

Localized
Emergency
Incidents

Regional Incident
Management

Regional Committee
Working within a Statewide
“pmmunications Interoperability
Plan Framework

National Incident
Management
System
Integrated SOPs

Two-We

Full Function®®

ORION
Regional P25
Shared Users

Throughout Region

High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment to and Investment in Sustainability of Systems and Documentation
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So...Where do we go from here

— Incompatible radio equipment
« Have discussions with your users and neighbors
« Gain understanding of standards based systems
(349),
— Lack of a common language

« Ensure need for clear language usage is
understood

 Police yourselves away from codes and private
talk

¥



So...Where do we go from here

— The use of different frequency bands by
different agencies

* Program NIFOG and Common channels in all
radios

 Discuss with neighbors ability to share/swap radios

« Strive toward regional approaches and standards
based shared systems (ISSI interfaces)

— Lack of effective governance
* Discuss communications at a “higher” level
 Discuss how you will use communications devices

« Create written agreements and practice them

¥
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Overview

The Virginia Communications Cache Is:
« A Tactical, Interoperable Communications Asset

« Part of the Virginia Strategic Technology
Reserve Initiative

« Communications Cache 1s a consortium of five
local government agencies:

— owning the equipment and providing personnel

— coordinated by the Virginia Department of Emergency
Management




Vision
« Communication Caches originated from 2006

State Interoperability Executive Committee’s
(SIEC) Communication Planning

— SIEC resolved to develop regional communication
caches

* Five localities selected.:
— County of Fairfax;
— City of Harrisonburg/County of Rockingham;
— City of Chesapeake/City of Hampton partnership;
— County of Lunenburg;




Mission

It is the mission of the Virginia Communications
Cache consortium to own and maintain
adequate reserve communications equipment
and provide technically proficient personnel to
respond to assist localities and state agencies
when normal communications resources are
Inadequate or rendered unusable.




Cache Resources

*Portable Radios

*Portable Repeaters

sInfrastructure Repeaters

*Deployable Towers and Antenna Masts
-System/Radio Interconnection (Gateways)

«Satellite Voice & Internet Communications

-Satellite Data Connectivity
sLocal Wi-Fi Network
*Point—-to—Point Networking

*Mobile telephone PBX and VOIP Communications

> K] IO O] K IR S X
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Radios

Frequency Supported:
— VHF High Band
- UHF
— 700/800 MHz

Technology Supported:

— Conventional Analog

— P25 Digital -Conventional and Trunked

- et - -
J— — 3
Y \ b

— Motorola & Harris Proprietary Analog/Digital Trunking Systems

— Limited Encryption (ADP, DES, and AES)
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Repeaters

« Portable

 VHF High Band
« UHF
« 700/800 MHz |

e |Infrastructure

 VHF High Band ‘
« UHF l,
« 700/800 MHz |

* Analog and P25 Conventional

< ]




Deployable Towers & Masts

100 ft Mobile Tower
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Radio Gateways

 VHF Low/High, UHF, 700/800: e Aeronautical

« Conventional e Maritime

 Proprietary Trunked e Amateur Radio
* Digital .
e P25

Cellular
e Satellite Link
e ROIP, VOIP

Tactical 8 Port System 16 Port

> fi‘x:i"] oo oo oooeoe ] > > > > XX
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Automated Asset Tracking

Va COMMUNICATION 3 CACHE

VA HR-65-826

‘ ENTRY LIST I ‘ REPORTS \

LOOKUP CHECK OUT CHECK IN
ASSET ASSET ASSET

IF FOUND, CALL 340-434-443%

INVENTORY MA%AGEENT SYSTEM

VIRGINIA

COMMUNICATIONS CACHE

QUIT

‘ \ LOOKUP CHECK OUT CHECK IN
‘ ENTRY LIST I REPORTS ASSET ASSET ASSET I
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Satellite Communications

E PTT Talk Groups

—
S
-

Satellite Inrr{et
VOIP
ROIP
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Self-Contained, Self-Supporting

i o W




Team Composition

Members are from various agencies within public
safety organizations, helping the team to
understand emergency responder needs

— Fire Department

— Law Enforcement

— Dispatch Communicators

— Technical Specialists (Radio, Phone, IT services)

National Standard Trained / State credentialed

— Communications Unit Leader (COM-L)

— Communications Technician (COM-T)

— Radio Operator (RADO)

— Technical Specialists (Gateway, IT/Data, Programming)

> S
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How to Request a Cache

Emergency Incidents:

e Contact the Virginia EOC. Initial point of contact.
 Determine most efficient team/resource.
e Coordinate Planning and Response.

Planned Events:

e Contact Virginia EOC.

 Can make direct contact to local cache if known.

» Assist and source out best resource determination.
 Forward to local contact.

e Contact should be made 30-120 days prior.




Communications Cache
L ocations

Fairfax

4

L

Harrisonburg-Rockingham

*

Montgomery

* Lunenb\erg
*

— —_—

Chesapeake-Hampton
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Greg Hunter

Captain |l
Fairfax County Fire and Rescue
804-580-1616 (cell)
Gregory.hunter@fairfaxcounty.gov



QUESTIONS ?

PO 000 095 799577 5995555 59553795595 95 D55 595D S O sy >y Y > > > >

4

|



