Continuity of Operations
Planning
(COOP)

“What is it”
And
“Why do | need it?”

Emergency Operations Planner
VDH- Office of Emergency Medical Services
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Presentation Objectives

O Review case history of disaster scenario
warranting COOP planning

0 Define the need for Continuity of Operation
Planning ( COOP)

O ldentify and review the 10 major elements of
COOQRP planning
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Hurricane Gaston!

0 Made its way from North Carolina,
northeastward across southeast Virginia

O Produced a swath of 5 to 14 inch rains from
Lunenburg and Mecklenburg counties
northeast into Caroline and Essex counties

O Heaviest rainfall centered on the Richmond
metro area, produced a major flash flood
which killed 8 people.
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Hurricane Gaston
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/ho’s to say It won’t happen to you!




What 1s COOP?

COOQORP is an effort with In your
department or agency to ensure continuity
of essential functions across a wide range of
emergencies or events.

COOP 1s GOOD BUSINESS!

At a local level, COOP and Continuity of
Government (COG) planning and
operational activities are generally the
same or parallel.
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Benefits of COOP Planning

sides emergency T
eparedness agencies "
n benefit with the
ility to:

Anticipate events and
SpPOoNSeS

Adapt to sudden
anges In operations




————————————————
Benefits of COOP Planning

(continued)

Improve performance through

Identification of essential work functions,
processes, and communication methods

Improve management controls

Improve communication to support
essential functions



What COOP i1s not

COOQORP is not the agency Emergency
Operation Plan (EOP)
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————————————————
Why develop a COOP Plan

To consider threats that could impact the
agency and prepare for them

Survivability of vital information and other
resources required to continue the agency’s
essential functions.

Plan for informing and safety of all
personnel



e —
/ny develop a COOP Plan?

Provides for orderly response
Ensures succession of Key Leadership
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e —
Who should be involved In the

planning?

Senior Management
COOP Program Manager
COOQOP Planners
Personnel Manager

Other Personnel



e —
10 Elements of a viable

Continuity Capability

Based on Federal Continuity Directive (FCD) 1 Guidance

Essential Functions O Vital Records
Management

Orders of Succession

Delegation of 0 Human Capital

Authority O Test, Training, and

Continuity Facilities Exercise

Continuity O Reconstitution

Communications



Essential Functions

The core of what your agency does
m By law

m By charter

m By expectation

m Vital Services

Your agency’s business functions that must
be continued with no or minimal disruption



Ildentifying Essential Functions

_onsider functions that:
1 MUST be continued in all circumstances

1 Those that cannot suffer an interruption for
more than 12 hours

Agencies must be able to continue essential
unctions within 12 hours and be capable of
ustaining them for up to 30 days |




—
Identifying Essential Functions

(continued)

Continuity of essential functions will be
driven by the availability of:

m Trained personnel (human capital)

m Vital records and databases

m Supplies

m Equipment and systems

Keep these “drivers” in mind when
planning for recovery of essential
functions.




Order of Succession

Provide for the orderly and predefined
assumption of senior agency offices during
and emergency In the event that any
officials are unavailable to execute their
legal duties

Orders of succession should be at least
“three deep”



All orders of succession include:

Conditions under which succession will
take place

The method of notification

Conditions under which authority will
return to the agency leader

Make sure the agency’s legal council reviews all orders for
legal sufficiency



——————————————————————
Delegation of Authority

Not the same as Orders of Succession

Documents legal authority for officials —
Including those below the head of the
agency to make key policy decisions during
a COORP situations

Authority has a beginning and an end.



——————————————————————
Delegation of Authority

(contin_

Delegation of
Authority ensures:

m Continued operations
of essential functions

of agency
m Rapid response to any = S )
emergency situation e ey

requiring COOP
Implementation



Delegation of Authority

(continued)

Delegation of Authority states:

What authority iIs being delegated
Limits of the authority

To whom authority Is being delegated (by title,
not name)

Circumstances under which delegation would
become effective and when 1t would terminate

Authority to re-delegate functions and
activities



Delegation of Authority
(continued)

elegation of Authority should be determined
EFORE an emergency to ensure continued
gerations of critical functions
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Continuity of Facilities

O Assumes agency
primary facility Is
unavailable and
essential functions
will require relocating

O Devolution should be
considers in this step
Incase continuity
facility Is made
Inoperable




Continuity of Facilities

Prioritizing organization requirements Is
the first step in locating a suitable
continuity facility 4

What do you need to g et the job done?



Continuity of Communications

Must support execution of the agency’s
essential functions

Ensures capability to communicate
Internally and externally

Permits access to data, systems, and

Services




Communications must be:

Redundant

Available within 12 hours of activation, or
less, depending on the requirements of the

agency

Sustainable for up to 30 days or until ﬁ%
normal operations can be resumed "i’}:



Vital Records Management

Plan must be established to ensure they are
safeguarded, available and accessible to
support continuity operations

Include:

®  Personnel
Equipment
Systems
Infrastructure
Supplies
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————————————————
Vital Records Management

(continued)
-very agency has documents, files,

nd other materials that are “vital”
to the agency and its operation

S | | = .
. ! = AR



e 0 O
‘E’M Human Capital

The sum of talent, energy, knowledge,
enthusiasm that people invest in their

work; employees

During continuity activation, agencies may
have to perform their essential functions
with reduced staffing from a variety of
work locations




Human Capital (continued)

Human Capital then, Is critical to ensuring
flexibilities required during an emergency.

Agencies MUST ensure that personnel are
adequately trained and cross-trained to
enable performance of all essential
functions ¥



Concerns for Human Capital
Continuity include:

Designation of the Emergency Relocation
Group (ERG)

Communication with all employees

Proper work guidance

Jtilizing of leave, telework sites and
continuity work locations



Testing, Training and Exercising

Extremely important component of the
overall continuity program

Should be a blend of testing, training, and
exercising events

Reflects lessons learned from previous
TT&E events or activations

Provides training in the appropriate
functional areas of mission readiness



—
Testing, Training and Exercising

(continued)

Provides opportunities to acquire and
apply the skills and knowledge needed for
continuity operations

Build team unity

Is comprehensive as it includes all three
components



Devolution Planning

The capability to temporarily transfer statutory
authority and/or responsibility for essential
function from an agency’s primary operating
staff and facility to other employees and facilities.

Ensures continuity of mission if personnel are
unable to perform, or;

Continuity facility is unavailable to support the
mission



Devolution Planning (continued)

Devolution plan:

m Addresses how the agency will identify
and transfer 1ts Mission Essential
Functions in the aftermath of a

catastrop
m Provides

nic disaster

orocedures, guidance, and

organizational structure for the

receiving
functions

organization to ensure essential
are continued



Reconstruction

Process by which surviving and/or
replacement agency personnel resume
normal agency operations form the original
or replacement primary operating facility

Agencies must identify and outline a plan
to return to normal operations after agency
leaders or their successors determine that
reconstruction operations can begin



Wrap-Up

COOQP planning is a team effort

Senior leaders set the tone for COOP
Planning

COOP planning is an essential part of
emergency planning.
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Questions/Comments

Winnie Pennington
Office of EMS
winnie.pennington@vdh.virginia.gov



Resources

Emergency Management Institute, Course 15548, Continuity of Operations
Program Manager, 2009

Federal Continuity Directive (FCD) 1

Virginia Department of Emergency Management, Continuity of Operations
Planning Tool Kit, COOP Resources,
http://www.vaemergency.com/library/coop/resources/index.cfm

Virginia Department of Emergency Management,
http://www.vaemergency.com/newsroom/history/hurricane.cfm

Virginia Hurricane Chronology, August 29, 2004, Hurricane Gaston
Pictures of State EOC provided by Mark Pennington

E-mails with Harry Colestock, Director of Operations, Virginia Emergency
Operations Center

University of Florida, Continuity of Operation Training PowerPoint
Presentation, http://www.ehs.ufl.edu/RiskMgmt/COOP/COQOP_Training.ppt




