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"Do Staff Know What They Think They Know?"

A Cybersecurity Knowledge Assessment at VDH
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CHALLENGES
• Phishing simulation data is managed by VITA and 

not directly accessible.

• Limited access to data as an intern.

• Survey participation dependent on staff 

availability and willingness.

• Phishing scenarios were designed using fictional 

domain. Staff awareness of the assessment 

context may have influenced detection rates 

beyond what would occur in real world conditions.

• VDH maintains a 99% security training completion rate. 

However, completion alone does not measure whether 

staff can recognize and respond to real threats.

• New technology rollouts including electronic health 

records (EHR) and AI tools create additional risks.

• Real-world threats staff must recognize:
  -Phishing

  -Social Engineering

  -Ransomware

    99%
Training completion rate at VDH Felt confident identifying phishing emails Caught the hardest phishing scenario

PHISHING EMAIL SCENARIOS

12 mock email scenarios, from obvious threats to legitimate-

looking messages, to test awareness.

KNOWLEDGE ASSESSMENT

27-question survey covering phishing, 
ransomware, HIPAA, and self-assessment confidence.

89% 62%
Admitted to already failing a phishing email

53%

ACKNOWLEDGEMENTS
I would like to express my appreciation to those who helped me along the way: Michael 

Dolianitis, Brenna Link, Othello Dixon, Chris Andrews and all of those who helped me at the 

PDHD. Special thanks to Jeff Stover and Bridget Cochran for making this program possible.

METHODS

Review existing VDH training and consulted Chief 

Information Security Officer (CISO) and IT staff.
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