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EMS Portal: Your Personal
Dashboard, Security Settings

and Profile Data

This Quick Guide has been developed to assist Virginia EMS Providers with understanding the Virginia EMS
Portal’s new Dashboard.

Additionally, this Quick Guide provides information on how to change your password, security questions and
update your address, phone numbers and e-mail address with the Office of EMS.
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Step 1: Accessing the Virginia EMS Portal

1. Open Scroll down through the Accreditation, Certification & Education main page and click on Virginia

EMS Portal Login under the Quick Links section of this page.

[ Accreditation, Certification & Edi X +

&« C @ Notsecure | www.vdh.virginia.gov/emergency-medica

vices/education-certification/
New Edit Page

WD VIRGINIA DEPARTMENT OF HEALTH
To protect the health and promote the well-being of all people in Virginia

HOME ABOUTUS HOWDOI HEALTHTOPICSA-Z LOCALHEALTHDEPARTMENTS DATA NEWSROOM PLAN FORWELL-BEING

Virginia Department of Health > Emergency Medical Services > Accreditation, Certification & Education

ACCREDITATION, CERTIFICATION & EDUCATION

Office of Emergency Medical Services ——

The information provided on this page is for EMS providers, students and instructors. New material

Stay Connected v is added almost daily, so please check back frequently. If you encounter any difficulties viewing
information on this page, or have any questions, comments or suggestions related to information on

Accreditation, Certification & . this page, please send an email to Chad Blosser. We appreciate your feedback.

Education

Quick Links

Becoming an Emergency
Medical Services Provider in

isinia )

» Password Reset and Troubleshooting

Student Resources « EMS Training Course Locator £
= The Virginia Office of EMS does not conduct EMS education courses. All EMS educational
Virginia EMS Scholarship programs are conducted by certified Education Coordinators across the Commonwealth.

This OEMS database only contains information on approved courses with details to include
the course name, when and where it will taught and the EMS topic areas for which the
course is approved. OEMS does not maintain details on course specifics such as fees and the
course syllabi. You are encouraged to contact the Education Coordinator listed in the

Educator Resources

Provider Resources

Step 2: Launching the Virginia EMS Portal Application

1. After reading the information about web browser compatibility, click the Click Here to Login button to

be redirected to the Virginia EMS Portal login page.

[ Virginia EMS Portal —Emergenc, X +

&« C @ Notsecure | www.vdhwirginia.gov/emergency-medical-services/education-certification/ems-provider-portal-2/ &

HOME ABOUTUS HOWDOI HEALTHTOPICSA-Z LOCALHEALTHDEPARTMENTS DATA NEWSROOM PLANFORWELL-BEING

Virginia Department of Health > Emergency Medical Services > Accreditation, Certification & Education > Virginia EMS Portal

VIRGINIA EMS PORTAL

Office of Emergency Medical Services ——
If you have never logged into the Virginia EMS Portal click here for more information. For more
SaCo=ien . information on how to navigate and access the Virginia EMS Portal, please click here

download the EMS Provider Portal Quick Guide.

OEMS Twitter (1

OEMS Facebook (1 . .
Click here to Login

QEMS YouTube (1

[

EMS Portal Login

The Virginia EMS Portal functions across multiple browsers. If you are using Internet Explorer, be
sure your compatibility mode is off. Having compatibility mede on may reduce the functionality of
the Portal. The Virginia EMS Portal supports Internet Explorer 8 or later versions, Google Chrome
4.0 or later versions. Some issues occur and functionality is limited if using Apple Safari 4.0 or later
and Mozilla Firefox.

EMS Portal Login Problems

VPHIB Login =@

Accreditation, Certification & Are you having difficulty accessing the Virginia EMS Portal?

VD VIRGINIA DEPARTMENT OF HEALTH Search .. Q

To protect the health and promote the well-being of all people in Virginia
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Step 3: Logging into Your Virginia EMS Portal Application

1. Type in your certification number and password to login to the Virginia EMS Portal.

2. Click Sign In.

Login Page x +
< C
v

ginia.gov

Existing Users

Newr User? Sign up

Contact Us

1f you are still having difficulty accessing the
EMS Portal, please call the OEMS/VDH Help
Desk at 804-864-7200 and choose option 2.

The OEMS/VDH Help Desk is available

Monday - Friday during normal business
hours, except for state/federal holidays.

Email VDH Helpdesk

WD VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promote the well-being of all people in Virginia

Welcome to Virgi EMS Portal EMS Provider Portal

Welcome to the Virginia EMS portal web site. As 2 reminder, your user ID is your Virginia EMS number. Your password is case sensitive

If you are having trouble logging in, you can utilize one of the following to assist you:

1. Click on the Reset Password link under the Sign In button on the right. This will allow you to reset your password based upon your security
questions.

2. Contact the OEMS/VDH Help Desk at 804-864-7200, option 2. The help desk is available Monday through Friday during normal business hours,
except for state/federal holidays.

3. Email the VDH Helpdesk. Click on the Email VDH Helpdesk button on the right to send an email to the helpdesk.

Your Virginia EMS Portal is a powerful gateway to the Virginia EMS system. Through the portal you can:
1. Update your address.
2. Keep your contact information up to date.
3. Change your password.
4, Change your Security question,
5. Check your CE.
6. Confirm your recerification eligibility.
7. Obtain your eligibility to test letter for access to Va. Consolidated Test Sites and Mational Registry psychomotor examinations.
8. Initiate affiliating with an EMS Agency.

If you have any suggestions for improving the Virginia EMS Portal, please email your suggestions to Chad Blosser at chad.blosser@vdh.virginia.gov.

Step 4: Acknowledging the Terms of Service for the EMS Portal

1. Agree to the Terms of Use (TOU) for accessing the Commonwealth of Virginia computer systems.

Term And Conditions x 4+

Systems users may not disclose any confidential, restricted or sensitive data to unauthorized persons and will only access informatiol

[=[E] =

< C @ hiipsy/kobevdh.virginia.gov/emsbeta/f?p=400:98:2437074851759 a % 0

WD VIRGINIA DEPARTMENT OF HEALTH

To protect the heath and promote the well-being of all pecple in Virginia

Commonwealth of Virginia Department of Health

‘Warning: All Computer System Users

The Virginia Department of Health's(VDH) computer systems are the property of and subject to the laws,rules and regulations of the Commonwealth of Virginia. They are intended for use only by
authorized persons and only for official state business.

By accessing this Office of Emergency Medical Services (EMS) information system provided by VDH, systems users acknowledge that they understand and agree to abide by VDH Security Policy as
stated in this notice which governs access to and use of this system.Passwords and logon IDs are not to be shared. Systems users are prohibited frem using or knowingly permitting use of any
assigned or entrusted access control mechanisms for any purposes other than those required to perform authaerized data exchange with VDH.

this system for which they have authorization, Systems users

1da not agree

(By clicking the lagre! butt® you agree to the above terms and conditions)
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Step 5: Your Dashboard

1. Once you have successfully logged in you will be brought to your Dashboard.

EMS Portal - Home x  +

&« > ¢ @ https://kobewdh.virginia.gov/emsheta/f?p=400:1:24370748517 5

VD VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promote the well-being of all people in Virginia

Virginia EMS Portal £, Snow White ¥
Provider Details See More ¥
Certification# B073101701 Continuing Education Stats
Current Level B-EMT Category 1 - 11-AIRWAY, RESPIRATION , VENTILATION sox [
Expiration Date 07/21/2020 Category 1 - 12-CARDIOVASCULAR 33% [
Cat 1-13-TRAUMA 100
CE Report B e
Category 1 - 14-MEDICAL 100/
) o o Category 1 - 15-OPERATIONS 100
Agency Affiliations Enrolled Courses
Category 2 - APPROVED a0 [N
Licensure See More ¥ Grant Applications See More ¥
BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v
Status Active until April 30, 2020
Address 8601 MUDDY RUN ROAD BURNSVILLE VA 24487
Contact werespondmgwnet.com | (540) 925-2466
Pending Provider o Active Provider Affiliations ° Pending OMD Affiliations o
Affiliations.
Active OMD Affiliations o Pending Exceptions o
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Step 6: Dashboard Overview

1. The following is an overview of Snow White's Dashboard. Snow White is an EMT who is the SuperUser
for her agency and also serves as an e-Gift user.

SlE =
[ EMS Portal - Home x  +
€ 3> C & hup wdh.virginia. p=400:1:2437074851750: a % 0@ :

Virginia.gov

VD VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promate the well-being of all peaple in Virginia

Virginia EMS Portal 8, snow white ¥

See More >
BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v
This section of the Dashboard — e
dlsplays agency SpeCIﬁc Address 8601 MUDDY RUN ROAD BURNSVILLE VA 24487
information for Snow White's ety
role as a SuperUser.
e o o Active Provider Afflations @ Pending OMD Affiiations @

Active OMD Affiliations ‘ Pending Exceptions o
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Step 7: How to Change Your Security Questions or Password

1. First, click your name in the upper right-hand corner of the screen to display your profile menu. Select
the first entry in this list labeled Security Profile.

e =
EMS Portal - Home x =+
< C @& httpsy/kobevdh.virginia.gov/emsbeta/f?p=400:1:11097831345242 a« o/ @ :

VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promote the well-being of all people in Virginia

VD

Virginia EMS Portal 8, Snow White ¥

Provider Details @ Security Profile
Certifications B073101701 Continuing Education Stats. & Personal Information
. - @ LogOut
Current Level B-EMT Category 1 - 11-AIRWAY, RESPIRATION, VENTILATION
Expiration Date 07/31/2020 Category 1 - 12-CARDIOVASCULAR 33
Category 1- 13-TRAUMA 100: [
CE Report aer
Category 1 - 14-MEDICAL 100 [
° o Category 1 - 15-OPERATIONS 1005 I
Agency Affiliations Enrolled Courses
Category 2 - ARPROVED a0z [
Licensure seeMored | Grant Applications See More >
BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT W
Status Active until April 30, 2020
Address 8601 MUDDY RUN ROAD BURNSVILLE VA 24487
Contact werespondmgwnet.com | (540) 925-2466
Pending Provider o Active Provider ° Pending OMD
Affiliations Affiliations Affiliations

Active OMD Affiliations n Pending Exceptions n

Step 8: Enter Updated Security Questions or Update Password

1. Select your new security questions, update answers or change your password as needed.
2. Click Apply Changes.

== 5=
EMS Portal - Home x +
€« C @ https//kobevdh.virginia.gov/emsbeta/f?p=400:1:243707485175%::: a % o0/@ :
Security Profle _
7/
VDH VRGN
To protect the healt
UserNzme  SNOW WHITE
i S Snow White ¥
Virgiia EMS P S ——
Provider Details . . See More ¥
Security Questions
Certification# BO73101701 please choose four unigue security questions and answers that can be used to verify your identity in case you forget your password.
Current Level B-EMT securty Question © Yur Answer * sov [
In what city or town did you meet your spouse/pariner? + In the woods while sieeping
Expiration Date 07/31/2020 3%
Security Question2 " Your Answer * 100
CE Report B
What s the name of your first pet? . fido pp—
) ‘ Security Question3 Your Answer 100
Agency Affiliations P ——————— B .
What was your favorite place to visit as a chil . isneyian <o I
| Security Questiond Your Answer B
Licensure Whe was your ehildhood hero? : The Queen’s Huntsman See More ¥
BATH HIGHI IRTMENT v
| Change Password |
Status Active
If you wish to change password, enter a new password. Otherwise, leave the password columns empty and the current password will
Address 8601 not be changed.
Enter Current Password | current p Password must be 10-24 characters ©
Cou wes Password must contain an upper case letter €
Enter New Password
A o Password must contain a lower case letter €
ending Provider firm Password |
Afﬁﬁangn; A Cenfirm Password | co Password must contain a number ©
Password must contain a special character ©
Active OMD Affiliations o P
e )
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Step 9: How to Update Address, Phone Numbers and E-mail Address

1. First, click your name in the upper right-hand corner of the screen to display your profile menu. Select
the second entry in this list labeled Profile Information.

[=[E] =
EMS Portal - Home x +
< C @ hitpsy//kobevdh.irginia.gov/emsbeta/f?p=400:1:243707485175 a %« o0/@

WD VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promote the well-being of all people in Virginia

Virginia EMS Portal

Provider Details Security Profile

Certification 073101701 Continuing Education Stats oo
o Log Out
Current Level B-EMT Category 1 - 11-AIRWAY, RESPIRATION , VENTILATION
Expiration Date 07/31/2020 Category 1 - 12-CARDIOVASCULAR =3z [
Category 1 - 13-TRAUMA o0
CE Report e
Category 1 - 14-MEDICAL 100>/
. c o Category 1 - 15-OPERATIONS oo
Agency Affiliations Enrolled Courses
Category 2 - APPROVED 0% I
Licensure See More ¥ Grant Applications See More
BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v BATH HIGHLAND VOLUNTEER FIRE DEPARTMENT v
Status Active until April 30, 2020
Address 8601 MUDDY RUN ROAD BURNSVILLE VA 24487
Contact werespondmgwnet.com | (540) 925-2466
Penching|Brovidey o Active Provider Affiliations e Pending OMD Affiliations
Affiliations

Active OMD Affiliations H Pending Exceptions n

Step 10: Enter Updated Profile Information

1. Enter any changes that need to be made to your personal information profile.
2. Click Save Changes.

Personal Profile x aF
< C @ https://kobevdh.virginia.gov/zmsbeta/f?p=163:5:11097831345242:: Q # 0 Q H
inia

WD VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promete the well-being of all people in Virginia
Virginia EMS Portal

Home MyCertinfo My Tests & Eligibility (~ | My Agency v

Personal Details
WHITE, SNOW - 7 DWARF LANE, PRINCESS ANNE, VA 23456 Certifications: BO73101701  Certification Level: EMT  Expiration Date: 07/31/2020 =

Personal Information

Name WHITE SNOW Certification Number - BO73101701 Date of Birth  07/31/1939
AddressLine1 ™ |7 DWARF LANE Address Line 2
ZipCode * 23456 ~ ity ™ PRINCESS ANNE : State © VA
County or City Currently Living © BATH s Email Address: © | SNOW.WHITE@FARYLAND.COM
Contact Information
Home Phone™ Business Phone™ | (757) 555-1234

Cell Phone™ Pager Number

Fax Number

Business Fax Number
Email Opt-in / Opt-out

Choose the OEMS Divisions you wish to hear from

Emergency Operations [0 Grants [ OEMS Administration [ Public Relations [ Regulation and Compliance [ Training and Education [ Trauma and Critical Care

NOTE: The Office of EMS respects your desire for privacy and the ability for you to control the communications that come from this office. Regardless of your selections above, the Office of EMS reserves
the right to send e-mail communications that have been deemed emergent or are necessary in order for you to perform your roles with the Office.
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Step 11: Logging Out of the Virginia EMS Portal

1. Itis always important to make sure that you log off the Virginia EMS Portal when you are through
using it. If left unattended, someone else with access to your computer could submit erroneous
and/or false information to the Office of EMS without your knowledge.

Personal Profile x o+

VIRGINIA DEPARTMENT OF HEALTH

To protect the health and promote the well-being of all people in Virginia

Virginia EMS Portal

Home MyCertinfo My Tests & Eligibility 2 Security Profile

® Log Out
Personal Details
WHITE, SNOW - 7 DWARF LANE, PRINCESS ANNE, VA 23456  Certification#: B073101701  Certification Level: EMT  Expiration Date: 07/31/2020 Ei=

Perscnal Information

Name WHITE, SNOW Certification Number B073101701 Dateof Birth  07/31/1939

AgdressLine 1™ |7 DWARF LANE

PRIMCESS ANNE ’ state” |va

3456 ~ ity
* [aaTH s Email Address: T | SNOW.WHITE@FAIRYLAND.COM
Contact Information
Home Phone™ | (757) 555-1212 Business Phone™™ | [757) 555-1234

Cell Phone™

Fax Numbe:

Email Opt-in / Opt-out

Choose the OEMS Divisions you wish te hear from

Emergency Operations [ Grants [0 OEMS Administration [ Public Relations [ Regulation and Compliance [ Training and Education [ Trauma and Critical Care
NOTE: The Office of EMS respects your desire for privacy and the ability for you to control the communications that come from this office. Regardless of your selections above, the Office of EMS reserves
the right to send e-mail communications that have been deemed emergent or are necessary in order for you to perform your roles with the Office.

Step 12: EMS Portal Design

1. The Virginia EMS Portal is designed in a modular approach making it is flexible and capable of quick
and easy expansion. User access is tied to role codes which enable access rights to be expanded or
withdrawn depending on an EMS provider's certification level and role in Virginia's EMS system.

2. Access rights and availability of menu items will vary from provider to provider.

Step 13: Password Resets

1. Providers can reset their forgotten password from the following URL:
https://vdhems.vdh.virginia.gov/emsapps/ResetPassword.html
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