How to Reset Your Password Guide
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Instructions

If your account is locked or you need a password reset, please go to the portal
login page (located here:
https://vdhems.vdh.virginia.gov/emsapps/emsportal.html) and use the "Reset

Password/Unlock Account" option. Chrome and Safari are the browsers that
should be used when updating passwords. Please use a computer to do the
reset. Your certification number (without the letter) will be your username.
Also, the verification code will reach you much quicker through text than
through email. To change your password the requirements are 14 characters,
a number, and a symbol. The symbols cannotbe @ - _ or & symbols. The
screenshots below will provide the steps needed to reset your
password/unlock your account.

HOW TO RESET YOUR PASSWORD/UNLOCK YOUR
ACCOUNT:

Getting started

From the Log on screen click on Reset Password/Unlock account:

Welcome

‘ R |Username

& Password &

‘ New User? Sign up ‘

Reset Password/Unlock Account



https://vdhems.vdh.virginia.gov/emsapps/emsportal.html

Username

e Providers, non-certified providers, and OMDs, use your VA Certification Number as

your username.
e Agency Update Users, use first letter of first name and last name as username.

e Allother users use your email address as username.

Enter Your Username or Email Address

Cancel

Username or Email Address

Specify the username used to log in to the system or Email address associated with the usemname
Providers and OMDs, use your VA Certification Number as Username.

Agency Update Users, use first letter of first name and last name as Username.

All other users, use your email address as Username.

Verification code

Select either text message or email to receive your verification code:

** text message is the fastest method**

Two Factor Verification

< Cancel Verify & Reset Password

Please choose how you would like to receive the verification code and click on "Send Security Code" button.

o Text Message (SMS) to (***) *** 2983 (Preferred method. Message & Data rates may apply.)
Email to O********S@VDH.VIRGINIA.GOV

Send Security Code

Please enter the 6 digit verification code that you have received.

r
Verification Code ®@



Confirmation Message and Email

After entering your verification successfully, you will receive a confirmation message and
an email (to the email address on file) that contains your temporary password. If you
enter an email address and don’t know your username it is included in the confirmation
message (this is highlight in red in the screenshot below). Click the Sign In button to
navigate back to the log on screen. Enteryour certification number and the temporary
password that was emailed to you. You will be prompted to establish a permanent
password and establish security questions if you have not done so already.

Password Reset Successful
A temporary password has been sent to your registered email address
(OFxxxxxxxxS@VDH.VIRGINIA.GOV). Please check your inbox and use the password to sign in. For
security, you will be asked to set a new password after signing inI Your username is 060100008
If you don't receive the email within few minutes, please check your spam folder or email

OEMS/VDH helpdesk by completing this form to reset your password. The OEMS/VDH Help Desk
is available Monday - Friday during normal business hours (08:00 AM to 04:30 PM), except for

state/federal holidays.

Once you receive the temp password go back to the sign in screen and enter the username
and temp password. Then click sign in.

Welcome

2 ocert#

&y temp password

l MNew User? Sign up l

l Reset Password/Unlock Account l




Updating Your Password

Once you click sign in, this will be the next screen. The current password is the temp
password you used to log in. After entering the current password, new password and
confirming the new password, you will gain access to your account.

Security Profile X

User ID

° You are required to change your temporary password.

Email Address

Change Password

Enter Current Password

current password

Password must be minimum 14 characters €

Password must contain an upper case letter 9
Enter New Password

new password

 (7) Password must contain a lower case letter @
Password must contain a number €

Confirm Password & GJ
confirm password 2 Password must contain a special character @

If you are still having issues resetting/unlocking your account, please reply to this email
with the screenshot of the issue when trying to reset your password/unlock your account.

Thanks,

Barry Reeves
Patient Care Informatics Support
Office of Emergency Medical Services

Virginia Department of Health
109 Governor Street
Richmond, VA 23219
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https://www.facebook.com/VDHgov
https://twitter.com/vdhgov
https://www.youtube.com/channel/UCKhLlujgbrx7hsyH5cXTnKQ
https://www.linkedin.com/company/virginia-department-of-health




