
What Do We Do With All 
of This Stuff?

Protected Health Information (PHI) 
Management and Continuity of Care 

During and After Sheltering Operations



Learning 
Objectives

Describe the role of the PHN in PHI management during and 
after shelter operationsDescribe

Outline current processes for PHI management during and 
after shelter operationsOutline

Describe current processes in managing continuity of care 
after sheltering operationsDescribe

Discuss additional documentation considerations during 
shelter operations (e.g. safety event reporting)Discuss

List three implications in using an electronic documentation 
platform in PHI management during shelter operations.List



We are In an Era of Crises

The world operates in a 
state of sustained 
vulnerability. Health 
systems are not reacting 
to isolated disasters—but 
to overlapping crises.



What is the PHN Role in PHI Management Across the 
Disaster Management Cycle?

Join at Menti.com / Use Code 6418 4116



PHI Management is an Essential Element in the 
Disaster Management Cycle

Information Generation
&

Information Transfer



What is the Current State in Your District? - During the 
Disaster

PHI Management

Engagement with VDH PHI Team?
Nursing Role 

Current processes 

Continuity of Care

Post operations

Safety Event Reporting



PHI Key Practice Standards During the Disaster

• Permitted Disclosures: PHI can be shared with disaster relief 
organizations (e.g., Red Cross) to assist in notification, and with public 
health authorities to prevent or lessen serious threats to health and 
safety.

• Patient Privacy & Safety: Even in emergencies, providers must apply 
reasonable safeguards to protect against unauthorized disclosures and 
ensure that only minimum necessary information is disclosed.

• Facility Directory: Healthcare entities may share information with the 
media or public to notify family about a patient's location and general 
condition provided they have the patient’s permission or can reasonably 
infer that the patient does not object.

• Maintain Quality Assurance: Disaster QA ensures that response 
programs adhere to safety protocols, including regular monitoring, staff 
training, and data collection to improve service delivery during crises (e.g. 
safety event reporting).
• Objective reporting of errors, near-misses, and system failures
• Identify root causes and implement swift corrective actions



What is the Current State in Your District? - After the 
Disaster (Recovery)

PHI Management

Engagement with VDH PHI Team?
Nursing Role 

Current processes 

Continuity of Care

Post operations

Safety Event Reporting



PHI Key Practice Standards After the Disaster

• Return to Standard Operating Procedures: Once the emergency event 
ends and you are no longer working under contingency operations, you go 
back to standard operating procedures.

• Record Integrity & Recovery: Ensure all data is restored, reconciled, and 
secured. Is there a Data Backup Plan? - Establish and implement 
procedures to create and maintain retrievable exact copies of electronic 
protected health information.

• Contingency Plan Review: Assess the relative criticality of specific 
applications and data in support of other contingency plan components.

• Data Breach Assessment: Evaluate if any temporary, emergency-driven 
data sharing caused any intentional or unintentional breaches that need 
reporting.



Introduction of 
Electronic PHI 

Documentation in 
Disasters



Review of Health Intake Form



Review of Medication Form



Review of General Assessment Form



Review of Shelter Nursing Notes



Electronic PHI 
Management 

Exercise



Situation

Tropical Storm Helene has rapidly intensified. 

National Hurricane Center forecasts show the 

storm strengthening to a Category 2 hurricane 

before making landfall in your district within 36 

hours. A state of emergency has been 

declared, and low-lying areas are under 

mandatory evacuation. The state will activate 

all State Coordinated Regional Shelters in 24 

hours to support the needs of evacuated 

residents. The VDH Incident Management 

Team has been activated for this emergency 

event



Situation

Your district is now in the preparation stage of supporting area stakeholders in standing 

up the state managed shelter in your jurisdiction. VDH is the lead state agency for the 

planning, implementation, and allocation of health and medical resources. This 

authority and responsibility for health and medical support to disaster shelters is 

delegated down to the Health District Directors, who are the lead proponents for health 

and medical response within their jurisdictions.  

As the Nurse Leader, you are supporting the district director in the coordination, 

implementation and allocation of health and medical resources. The shelter is expected 

to be operational and accepting residents by 10pm Saturday. The storm is expected to 

hit your area by 10AM, Sunday March 29th.



Situation

The shelter starts accepting residents at 10am. Your first 
shift of nursing staff has reported. Your team encountered 
10 residents that need to be triaged and dispositioned. 

1. James Fraser
2. Clair Fraser
3. Brianna MacKenzie
4. Roger MacKenzie
5. Jack Randall
6. Dougal MacKenzie
7.  Murtagh Fitzgibbons
8. Geillis Duncan
9. Stephen Bonnet
10. John Grey



Activity

You will be assigned one of the 10 residents to move 
through the medical triage and intake process. 

Conduct the medical triage and assessment using the 
Redcap Sheltering form.

Be prepared for injects that will navigate you to the other 
sheltering forms (Medication, General assessment, 
Sheltering Notes) where you will document the appropriate 
nursing tasks/activities.

1. James Fraser
2. Clair Fraser
3. Brianna MacKenzie
4. Roger MacKenzie
5. Jack Randall
6. Dougal MacKenzie
7.  Murtagh Fitzgibbons
8. Geillis Duncan
9. Stephen Bonnet
10. John Grey



Documentation/Management of Injuries

Back Injury lifting 
equipment (VDH Employee)

Slip and fall Knee injury 
(Shelteree)

Immediate first Aid



Discussion

Describe the role of the PHN in PHI management during and after 
shelter operationsDescribe

Outline current processes for PHI management during and after 
shelter operationsOutline

Describe current processes in managing continuity of care after 
sheltering operationsDescribe

Discuss additional documentation considerations during shelter 
operations (e.g. safety event reporting)Discuss

List three implications in using an electronic documentation platform 
in PHI management during shelter operations.List

Discussion about usability of Redcap tool
What changes will you make (if any) with your current processes 
based on this session?

Feedback
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