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What is the HHS emPOWER Program?

A tool to identify at-
risk populations 

Data on Medicare 
beneficiaries using 
certain DME and 

home health 
services

Different datasets 
available to the 

public, public health, 
and emergency 

responders

A partnership 
between HHS 

ASPR, CMS, and 
STLT Public Health



Why was the HHS emPOWER Program created?



Who is included in HHS emPOWER data?

2025: 
• 62.8 million Medicare beneficiaries

• ~4.6 million emPOWER



• Only Medicare beneficiaries

• Only private residences

• Only those with recent claims

• Look-back period varies by 

claim type

More Specifically…

Healthcare Services

Oxygen tank rentals

Home healthcare

Home hospice

Outpatient dialysis

Electric Powered Devices

Oxygen concentrators

Ventilators

BiPAPS

Suction pumps

External feeding

IV infusion pumps

Home dialysis

Cardiac devices

Motorized wheelchairs/scooters

Electric beds



emPOWER Datasets & Access

emPOWER MapREST ServiceemPOWER AI

Planning Data

Outreach Dataset

Open to 
Public

Public Health 
& Partners

Emergency 
Response

• emPOWER Map

• REST Service

• emPOWER AI

• Planning Data

• State

• County

• Zip Code

• Outreach Dataset

• Personal Health 
Information

• Very Secure, Very 
Restricted

https://empowerprogram.hhs.gov/about-empowermap.html
https://empowerprogram.hhs.gov/empower-rest.html
https://empowerprogram.hhs.gov/empower-ai.html
https://empowerprogram.hhs.gov/de-identified-dataset.html
https://empowerprogram.hhs.gov/outreach-individual-dataset.html


emPOWER Map

• Map of emPOWER data

• State

• County

• Zip Code

• Limited DME/Service Types

• Counts (Downloadable)

• Hazard Layers

• Ease of use, limited 

flexibility



emPOWER REST Service

• More flexibility, longer 

learning curve

• Spatial files for GIS software

• Downloadable

• ArcGIS Living Atlas

• Online mapping service

• Includes ‘authoritative’ 

map layers only



emPOWER AI



emPOWER Planning Dataset

• Excel file

• All DME & service types

• Counts at

• State

• County

• Zip Code levels

• Updated monthly



Overview and Limitations



Limitations

• Zip Codes w/ counts 1-10 are suppressed

• Marked as value ’11’

• Summed as ‘11’ in locality totals

• Addresses matched to county by Zip 

Code

• Zip Codes do not map to locality 

boundaries

• This means:

• Locality counts will include some 

non-residents

• Locality counts will exclude some 

residents

• Only Medicare Beneficiaries

• Only Private Residences



Use of Public & Planning Datasets



Response Outreach Dataset



Response Outreach Dataset



Limitations

• Data access, sharing and tracking can be 

burdensome
• Contains HIPAA-protected PHI

• Data security is primary

• MUST have actionable plan to use data
• Patients did not provide data for this purpose

• Patients did not grant permission for this use

• Need assurance that patient benefit exceeds 

data exposure risk

• Addresses matched to county by Zip 

Code
• PO Boxes also included

What can’t you do?

1. Conduct outreach for future 

emergencies.

2. Create/fill a registry or list.

3. Share data with non-HIPAA trained 

individuals.

4. Share data with individuals or entities 

that do not need it for response.

5. Share/access more than the 

minimum data needed.

6. Use the data for any purpose beyond 

preparation/response to the current 

emergency.



Use Cases



2017 Nevada Flooding



2017 New York Winter Storm



2017 California Wildfires



Hurricane Matthew



In Virginia
Situational Awareness

• Door-to-door outreach
• Hurricane Helene

• Winter Storms

• Shelter needs and placement

• Matched to outside data/maps

• VDEM power outage service (Roanoke)

• Emergency services maps (Chesterfield)

• Route maps 

• Goochland

• Alexandria

Route Maps



emPOWER Data in Virginia



Continuous Improvement

Virginia’s use of emPOWER data is 

relatively new

emPOWER data has only been 

requested a few times

We only have real data to work with for 

30 days, max

Policies, procedures and tools are 

improving with each use



Two Methods to Request Identified Data
Central Office Initiated

• Widespread or anticipated emergencies

• Tropical cyclone

• Winter storm

• Cascading power outage

• OEP initiates request with ASPR

• For affected area

• OEP informs (emails) LHD Directors & Emergency 

Coordinators

• Includes instructions to request local data

• OEP distributes data to local emergency coordinators

• Turnaround time for locals: ~1 hour after 

receiving request (daytime)

• For Excel/CSV file

Locality Initiated

• Local Emergencies

• Coordinate with local/regional emergency 

coordinator & OEP for HHS ASPR 

submission

• OEP or local coordinator receive data

• Depends on capacity/preference

HHS Timeline:

6-8 hours weekdays

8-10 hours weekends

Expect 24-hour turnaround for 

unanticipated events



All Requests
• Approval from

• Health Commissioner

• OEP Director

• Local Health Director

• Minimum dataset needed

• Geographic scope

• Fields

• Demographic info

• Addresses

• DME/Services

• Event Description

• Include emergency declaration info if 

appropriate

• VHASS event notification required

• Data Users (General Description)

• Emergency Medical Services

• Local government employees

• MRC Volunteers

• An Actionable Plan

• Submission request and receipt of data affirms

• Compliance with data security and tracking 

requirements

• Compliance with data destruction 

instructions and documentation

• Deletion and destruction of all data and 

derivatives within 30 days



An Actionable Plan

• Should be specific, but brief

• Ensure patients benefit from having data put at-

risk involuntarily

• Does not preclude other appropriate uses than 

may arise

• Consider including emPOWER use in planning 

documents 

• These can be attached or referenced in 

requests

• Who will do what to whom, how, and why.

County IT staff will perform a reverse phone 

number lookup. MRC volunteers will call 

emPOWER at-risk individuals and connect 

those reached to services. EMS staff will 

conduct door-to-door outreach to those who 

can’t be reached. EMS staff will provide 

medical care if necessary and connect 

residents to any needed services.

County GIS staff will securely geocode, map, 

and link dialysis patients to water utility 

service map. Utility will use the map to 

prioritize service restoration. MRC volunteers 

will call dialysis and other service providers to 

assess needs and offer support.



Data Management

• OEP uses SharePoint to distribute data, tracking logs, 

and data management instructions with Local 

Emergency Coordinators

• LECs share minimum data with local users

• Secure method (e.g., Virtru, Secure FTP)

• OEP can share at LEC request as needed

• HIPAA data should not be placed in shared drives

• Must ensure recipient

• Needs data to perform a public health response task

• Is HIPAA-trained

• Has security/destruction instructions

• Data Tracking Log (completed in SharePoint folder)



Data Tracking Log

• LEC should keep up-to-date in Sharepoint Folder

• Ensures continuity of operations for data destruction

• Each organizational recipient (e.g., Local EMS Authority) should maintain their own data tracking log

• Required to submit during data destruction certification



Data Destruction Certification

• Data Destruction Instructions sent with data

• Everything MUST be deleted or destroyed

• Datasets

• Maps

• Charts

• Notes

• Who must complete a Data Destruction Certificate?

• Local Emergency Coordinators

• After collecting all DDCs for their LHD

• Anyone who received or has data or derivatives

• Electronic

• Physical (e.g., printouts, notes)

• No DDC required if:

• Did download/use data or derivatives

• Only saw data/derivative (e.g., maps in a planning session)

• Screenshots

• Printouts

• Presentations

• Etc.



Central Office Analytic Support

• Very limited

• Recommend leveraging local 

GIS/Informatics when available

• GIS services

• Geocoding

• Maps

• Maps with Overlays

• Route Maps (Limited Capacity)

• Charts, Graphs, Etc



Help Me Prioritize!

• Improve Administrative Processes

• Request Process

• Data Management Process

• Data Destruction Process

• Improve Dataset 

• Deal w/ Zip Code problem

• Lat/Long with each dataset

• Improve Data Products

• Automate Route Maps(?)

• Map Overlays (e.g., power outages, EMS facilities)

• Secure dashboards



Questions?

Justin Crow

justin.crow@vdh.virginia.gov

HHS emPOWER Training

TRAIN ID: 1083714

HHS emPOWER website

Resources:

mailto:Justin.crow@vdh.virginia.gov
https://empowerprogram.hhs.gov/emPOWER-WBT-Job-Aid.pdf
https://empowerprogram.hhs.gov/emPOWER-WBT-Job-Aid.pdf
https://empowerprogram.hhs.gov/emPOWER-WBT-Job-Aid.pdf
https://www.train.org/main/course/1083714/details
https://empowerprogram.hhs.gov/index.html
https://empowerprogram.hhs.gov/index.html
https://empowerprogram.hhs.gov/index.html
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