Password Requirements Are Changing

Important Information — Please read carefully!

On Friday, September 21, 2012, the Office of EMS will implement new, more stringent, pass-
word requirements for all users of the EMS Portal. We are making these changes in order to
become compliant with the newest Commonwealth of Virginia computer security require-
ments.

Upon successfully logging into the EMS Portal, you will be required to change your password
which must meet the following criteria:

e Passwords are REQUIRED to be at least 8 characters in length.

ity Update

e Password MUST contain at least one alphabetic character (a-z or A-Z).
e Password MUST contain at least one numerical character (0-9).

e Password MUST contain at least one special character (I"#25%.\*+,-/:;<=>_?).

The following URL will take you directly to the EMS Portal login.

https://vdhems.vdh.virginia.gov/dedweb/main.startup

Password Retrieval Procedures

For your convenience , the Office has implemented a feature to allow EMS Providers to re-
trieve forgotten passwords or reset a password without calling the Office or the Help Desk.

Click on the link below and you will be redirected to the Password Reset function.

https://vdhems.vdh.virginia.gov/pls/ded/reset password.startup
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